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F—BAREMREASRRUTEXNRIEN - BRAMASETREE SH

ZHEEEREELAEEAASERFERENR AEEEEBRIEWH

M—BARRMEABEZRRUNEXRBDEN - BRABANEETREEER - Cisco -
Zyxel ~ Microsoft * pgAdmin - Citrix * Check Point&F5& & /& J7E ER R IER

> Cisco ISEEZISE-PICEEZIES AMZERIF(CVE-2026-20130 * CVE-2026-20192 -
CVE-2026-20307 + CVE-2026-76423 B CVE-2026-76460)[1][2][3][4] - EE o 22=
#5;E A (Code Injection) + REFEUZEHI(Improper Access Control) ~ A& E 2 5
{E(Insecure Deserialization) X & 73 i 5l 4 #8 (Authentication Bypass) - & - CVE-
2026-76460E B E &

® CVE-2026-20130 : R&EFDER 2 2N BEJEHEBEE Mo 28 L
D BAREHXEZREZERITR  REFERENTERREG -

® CVE-2026-20192 : REB N kR 2w EBE O &R S 7RI R ZERE - &M
AERECMRTEERE -

® CVE-2026-20307 : CRBBES D&M ZERNEBEJERHNAEEETEEEFH
ZiavaRAEMH - RIEBFEZAGRITERREIS - WiRKERRE Eroot -

® CVE-2026-76423 : RA&S &R 2 =in L ol 35 M H MR ZREST APIZEE
IBEZERBRHTIPHEK - LIEEEEIREBNNEBISEHRAZSHER -

® CVE-2026-76460 : KR&S5 7 iRl 2 &= ln W E & o] 3 H [0 7 £ GRE Z APIIR R4 B 2%
RERBHK  GEMAEEETAEZESOER - EMARETNREEERE -

> Cisco Secure FMC#EF £ 1B 5 & b2 £ £ J% il (CVE-2026-20242 B2 CVE-2026-
20324)[5][6] - BE D RIH/ALZE Y RFF{E(Insecure Deserialization)#2 A & 77 HUE
#l(Improper Access Control) -

® (CVE-2026-20242 : E R AINEPE K EFE (External Database Access)Iigt - H
FEREEPERTEEIHRE  AEBSDEN 7 ERNEBE R BEEANAZEHEFEE
TCPERBEESFH ZlavaR b mASE R - EMRZFERE R root R 1T

TEES -
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® CVE-2026-20324 : &R Fsftunnel i B (2 GIERAHE) - DBEBSHER
N KRBT FER A EsftunneliEAR - 3B A A AN Zsftunnel ity 54 EikiE
S BBEEMEBARECEME - LhlrootERIMTESRLE -

> Zyxel GS1900% %1 g3 7 1 & B ZE &R s 1 (Stack-based Buffer Overflow) i@
(CVE-2026-7273)[7] » A& BN EAZE—EHKEBEERHOCCIERN FBERFE
HTTPE K - MR RIE  EMRIFEREINTHFERRIES  ZRADCERE

N=Tad
/mn

> Microsoft Office SharePoint 7z 7£ 72 I{ #% £ A (Code Injection) J& )& (CVE-2026-
65660)[8] - BEBE N 2 EKNBEUERBERFRAERTIARNE - EMNT
FERENE  ZRICEREER -

> pgAdmin 4771 5 7 # 5 #2%8 (Authentication Bypass)i® @ (CVE-2026-86863)[9] -
=R AWebserver& 73 S pIARE - KRG 705 2 B KW EE O FEREEGEHTTP
AKREZHEEATEERZ(EREESE)  EMISpgAdMInEIR#EIR - BEIRERILE
TEE -

> Citrix NetScaler ADCEZCitrix NetScaler GatewayfF £ 218 5 A [# % £ )& J8(CVE-2026-
88771 B CVE-2026-88772)[10] - %8 # 4 Bl 5 K & # A B 7 (Improper Input
Validation) #5012 52 42 & & R E PR HI A Z (Improper Restriction of Operations within
the Bounds of a Memory Buffer) - & RS EEZEER -

® CVE-2026-88771 : AR B niER v BInWEE O B AREB AR - EMBRITHE

BE2 -

® CVE-2026-88772 : ECitrix NetScaler ADCE\Citrix NetScaler GatewayRIFIDTLS
HEE(VPNE R EIARZE TR AR - RS DR 2 B WEE ol R8sl -
EMBTERELIE N E AR TFEE -

» Check Point Security Management Server ~ Multi-Domain Security Management
Server * Log Server * Multi-Domain Log Server & SmartEvent?F £ I &£ 18 FE (Path
Traversal)®)fE (CVE-2026-93616)[11] - K& 5 75l 2 = m W E E o] F IS SR B A
BELERE EEEERA  EMATESEINE - ZRECEBREEM -
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> F5 BIG-IP Access Policy Manager(APM)Z1E &2 42 & & /& fiI(Heap-based Buffer

Overflow) @& (CVE-2026-94127)[12] - EAPM:RE BOAUthIZE AR R - KL
DERZERNBEUEREEARERRMRE - EMATESRERNE - EAE%EEE?E%%E
BEEE

1. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-

ABP-VNSWT7Tn5

2. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-
multi-hrP9jQSQ
3. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-

se7bYU57

4. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-

hardening-ise-XUSEwX5T

5. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-

javarce-y2NypXwk

6. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-

sftunn-codex-c304Jft2

7. https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-stack-

based-buffer-overflow-vulnerability-in-gs1900-series-switches-06-16-2026

8. https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-65660

9. https://github.com/pgadmin-org/pgadmin4/issues/10383

10. https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX697096

11. https://support.checkpoint.com/results/sk/sk1000171
12. https://my.f5.com/manage/s/article/K000162605
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ABHFRAELZ BN EES ZEMITRE ATT&CK Matrix D AT TTPELITHEZR ) iR - KB
BREMBR LERBEEE  FRE3 - 'HEEE, REBRREWEFIE - Ab146% - W
BEBECEBMEMARMRESLE ARG ENARIEBENTREMS - LUEER
MBEIZEMNEN - ARIERE - ZEE AlnBhEE - Bﬂﬁﬁhvﬁﬂﬁﬁ’ﬁﬁz - bR
HSERTENER  IERHERFNERE  UBEREBEEBRAERETRE
)0

TEAIRIR D BHRBALER114% REABALERESNHERER - BnRBERENNR
HERRENIMRELEENREETE - SIRIINETEFAEEIP BREHE - TR
- DIRBRREMESE - NBEZBEHEIBEARBRREIMNIBAERE AR - LIEHR
oI ER - ARURE AR - BNREARFREMBNEN  FRARESAEE
WEITENRIERE - Bl /ﬁéﬂﬂﬁ‘rlﬁ"%‘*f‘ﬁf_ TEZHER BRI BRERERSEREE
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2026/09/21~2026/09/27 m 2026/09/28~2026/10/04

=R B Pm BE HEE *&ﬂf‘ 75**” BiE A B c2 AR FE
RE BE AR B =E R KRR F’*ﬂl BE BN BE 2

123% 85% 9.7% 10.3% 6.8% .9% 14.3% 6.7% 6.1% 4.0% 29% 4.1% 28% 35%
H114% 9.1% 104% 11.1% 7.4% 8.6% 146% 64% 6.1% 34% 26% 3.9% 24% 2.7%
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WEEFER
M—IBF AR AP R R B AR AR S B E LUK FR A R RV S5 RAHB 28

BIVEZZEFIZR(ADC & Gateway) K A5 E 1 A RZZ EIE R AR R INBEE,

ABEBEAERBEAI ZEBRAGHAKNBTRIE - HRRLE "HERH ) RERES
t668.64% ~ "iEInIEH ) ARFS B HEE26.08% - ABE RS 2 IR K EBLE B SRARER L
£ @RER "RERR., BRBINAKNELEH - SI65%68.38% - " &EiniZhl s REBTA
26.66%RVE L] - KRN BEENEBEH HAREBNER T HETARTE -

MERHEEAERZEINEBEE  EFECHRE - SHESERBREBE  SHAK
BEANREBEEREE  RELHEZIRER - XBHEBEERANTE ZSH AN - FRE4 - K
BEAEWebNTHAOLEES - WEAIBUEBERZAETHTTPREMERA - BrKNEELE
SHWOEEFEZWebREETHE - ZSWeblRIZAGER B SEUEBEDERNRST HRE
A AINEROEEER BREXGR:S  EXEHAERNEETESE  HARBERES
REREXERRE HEZEDIIMNURENEEERRZES  RERREBREMTENKEH

=
MmWeb R %% 24 LEAI T B E R BLangflow 1.3.0Z AR AT E S 73 5 &8 lE 2 CVE-2025-
3248 - BUERH NEEY - BBRBEENERERRS  PHXESHERFEEE A -
UREZRTH  NASEVMERFEEENE  SES5BEXRUEBEEBHER - BRIRMREL
EAREETAR - EMBERRBHLLH B/ - EESRERET 27 - DEEREER
bR -

76.3% 78.0% 2026/09/21-2026/09/27 m 2026/09/28-2026/10/04

20.1% 18.0%

I 31% 34% 0.6% 0.6% 0.0% 0.0%
[ | _

EREWeb T E WebfR# 54 BERFEENE loTEREEENE Eith
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—SEBTBERNIIN Z BEARF RN BZIEE - FRKR1 - T1FBEZHEIRE - BI5K
IQ%‘LX MERR, REZRESETZEAGERE  ABRIFESEDPREBREBIRE - 5
DEBESEBRE - L EARBESQUEANTRRE - WEBBEFHEENIEZEZEHZZADC &
Gateway) - A EHKARBEE R4 - KEEAPIF— T EEEGRSFSLE - BERIGA
BB AR AELNELAREARREREE TS -

BRTERiZREBRENESRMRAITEAFELUERRR ;, ERBEFEAREENX
& BERAMTERDZREITEREN  MRMFINER - BRB B ZREERERT -

R1 | ABRSAKNEERZA1IFERABHTIR

B2 RS SLUER VSS3X E*%’%jg\f L
m|1| - |cvE-2026-3055" g'gttg\ffgir ADC & 9.8 v
m|2| %1 |CVE-2026-41940° | cPanel & WHM 9.8 v
m|[3| 21 |cvE-2026-42271° LiteLLM 8.8 v
m|4]| tnew CVE-2026-216434 Fortinet FortiClientEMS 9.8 v
m|5]| tnew | CVE-2026-2699° Progress ShareFile 9.8
FE W HREREE " SHRBEGERR m ESEARE

B SQLEARE

1. https://nvd.nist.gov/vuln/detail/CVE-2026-3055 4. https://nvd.nist.gov/vuln/detail/CVE-2026-21643

2. https://nvd.nist.gov/vuln/detail/CVE-2026-41940 5. https://nvd.nist.gov/vuln/detail/CVE-2026-2699

3. https://nvd.nist.gov/vuln/detail/CVE-2026-42271

luzEzsEas 10
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