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WatchGuard -~ Ivanti * MikroTik * HPE * Check Point * CiscosMicrosoft
=SEEREEEEREHE

> WatchGuard Fireware OSTFE%IE S A% £ %)E(CVE-2026-13086 + CVE-2026-
19313 * CVE-2026-19315 X CVE-2026-19318)[1] - HAR B S HEN EHE
(Stack-based Buffer Overflow) - #1528 4& & & & {iI(Heap-based Buffer Overflow) &
$5EVE B (Type Confusion) -

® CVE-2026-13086 : E 1% It X #8 2 Mobile Security N8t - EIF R EE 1B
(Endpoint Protection Manager)fR#ZFHEKENEFE ZURE - KRES &R Z
EinEE OB RENTERZERS -

® CVE-2026-19313 : ikedBEFFHEEBHEEEHE SNDRE - KES DR 2 &=k K
BEOBABHEABHE - EMATESES -

® CVE-2026-19315 : iked2FFHEHIEEAERE - RES D&M ZEHNEETE
RRERERHE  gmATEEEDE -

® CVE-2026-19318 : iked2FFHEEEMEFT R GARE - RES 7R 2 &iif K
BEUBABHEABHE - EMATESEIS -

> Ivanti Neurons for ITSM¥F7E81& 5 & i % %= &8 (CVE-2026-12645 £ CVE-2026-
12648 - CVE-2026-12650 - CVE-2026-12651 - CVE-2026-12744 & CVE-2026-
12745)[2] - FE B ZHAZ IR (Missing Authorization)Bi AL E 7 & F5{E(Insecure
Deserialization) - EP £ EEZRAFERKLESDEN 2 ERKNEE - REREINT
EEEAE -

> HPE Aruba Networking AOS-CX7Z7E618 S A% 2 %8 (CVE-2026-73749 ECVE-
2026-73753 81 CVE-2026-73782)[3] * & Bl & A & 77 HU#Z &l (Improper Access
Control) ~ #§<7F A(Command Injection) * L& (Path Traversal)  fFEZERMAIES
/£ A(OS Command Injection) X f& A4 EB 12 &l 2 18 T £ = & (Use of Externally-
Controlled Format String) - HP R EBRE VR UEREE D ERN 2R NEE - A
HSTERZBEEFEDIE  EMMURSERRTERZS -
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> MikroTik RouterOS 7% # % & & & fg & 2 I8 Ji (CVE-2026-67276 £ CVE-2026-
86060)[4] - BE B ZNEEZ B E L~ E (mproper Verification of Cryptographic
Signature)#15|2F A (Argument Injection) - EHCVE-2026-860602 %= %M -

® CVE-2026-67276 : R& 5 i bl 2 = 0m W E E 0] M FHRouterOS R 5t 2 LL ¥ SSHIE
& %ﬁ“zuﬁ%"f%%%ﬂﬁ?ﬁe REHMFEERSARHIE T T - ﬁﬁﬁhgﬂﬁlzﬁ%i_%ﬁ EE
BURS  EMRAFELRZERT UERERESHEUSSHMSEE

® CVE-2026-86060 : WEBE O F BRI AREE S #AI ZSSHELR - AB3RouterOSE
ABEBIFE (Login Helper) - WRIASSHEARE Z5IBEIEBIREK - TE%LM%E’,—%%
FIRBEZERAERE  2FEE ZRouterOSEEREZ (Policy Mask) - #EMiEF
PR -

> Check PointZEE R7E L L ES AR Z 2 % 8 (CVE-2026-85102 £ CVE-2026-
85103)[5][6] - FEELBE S AEREEE (Improper Certificate Validation) &2 HiEE 4 &
&z il (Heap-based Buffer Overflow) °

® CVE-2026-85102 : VPNT’%FﬁL?&EPTT:’EKEEMEé‘FE% g ZRK - RS ik R
2B WBE O ALRE - EmATEREZURE -

® CVE-2026-85103 : VPN/RFEASNAE BB REFEHBLEHE U 2Rk -
RGP ER 2 RIH R EE A BILRE - EmAiTEREE -

> lvanti Endpoint Manager MobHe(EPMM)T‘Z—Eﬁ?iTﬂ (Missing Authorization))&@
(CVE-2026-18851)[7] - £ BNl 2 EIRIKNEZE - A BILREIRSEEEE
PR -

> Cisco Secure Email Gateway(SEG)#iSecure Email and Web Manager(SEWM)Z1E
%185 | b8 % £ f/ F (CVE-2026-20353 - CVE-2026-76440 - CVE-2026-76441 -
CVE-2026-76443 K CVE-2026-76461)[8][9] - 82 & & 4 fp 8 HH W S RZEHAS
(Improper Control of a Resource Through its Lifetime) - & IE B (Path
Traversal) ~ & 7 BU3Z &l Improper Access Control) ~ A& & Hﬁ 2 (Improper
Neutralization) % SQL¥ A (SQL Injection) - P CVE-2026-76461E 8B E &M -
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® CVE-2026-20353 - CVE-2026-76440 - CVE-2026-76441 5 CVE-2026-76443 :
AEEDER 2 RGN BE TN LURRE - EMARZEEN - cBUERITAN

= B 488
=2 —

® CVE-2026-76461 : Cisco SEGZAsyncOSERES 7 1E B {4 MRAT B 5 5a g A B Z iREK -
AEBHNERZBRNEE  JORFERBEESERESQLEAZFREH -
EMRERBIFERAUrootERMITERES -

> MBEBELI5FIR N L E M ERN - H B & = Microsoft Exchange Server -
Microsoft Office XSQL Server&+978{ERIE[10] - Eb B2 193E= A ERKRE - H
CVE-2026-81963£1CVE-2026-85880E &R = I -

1. https://www.watchguard.com/wgrd-blog/immediate-action-required-update-your-firebox-now

2. https://hub.ivanti.com/s/article/Security-Advisory-lvanti-Neurons-for-ITSM-Multiple-

CVEs?language=en US

3. https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbnw05134en_us&docLocale=en
us
https://mikrotik.com/supportsec/september-2026-vulnerability/

https://support.checkpoint.com/results/sk/sk1000117

https://support.checkpoint.com/results/sk/sk1000118

N o g &

https://hub.ivanti.com/s/article/Security-Advisory---lvanti-Endpoint-Manager-Mobile-CVE-
2026-18851?language=en _US

8. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-

hardening-esa-dfCrfXkm

9. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-inj-

2bLVGmhX

10. https://msrc.microsoft.com/update-guide/releaseNote/2026-Sep
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https://www.watchguard.com/wgrd-blog/immediate-action-required-update-your-firebox-now
https://www.watchguard.com/wgrd-blog/immediate-action-required-update-your-firebox-now2
https://hub.ivanti.com/s/article/Security-Advisory-Ivanti-Neurons-for-ITSM-Multiple-CVEs?language=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbnw05134en_us&docLocale=en_US
https://mikrotik.com/supportsec/september-2026-vulnerability/
https://support.checkpoint.com/results/sk/sk1000117
https://support.checkpoint.com/results/sk/sk10001176
https://support.checkpoint.com/results/sk/sk1000118
https://support.checkpoint.com/results/sk/sk10001187
https://hub.ivanti.com/s/article/Security-Advisory---Ivanti-Endpoint-Manager-Mobile-CVE-2026-18851?language=en_US
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-esa-dfCrfXkm
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-inj-2bLVGmhX
https://msrc.microsoft.com/update-guide/releaseNote/2026-Sep
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pEEEEEE I RARERNDARE

ABHFRAELZ BN EES ZEMITRE ATT&CK Matrix D AT TTPELITHEZR ) iR - KB
BREMBR LERBEEE  FRE3 - 'HEEE, REBREWEFE - Ab14.1% - W
BEBECEBMEMARMRESLE ARG ENARIEBENTREMS - LUEER
MBEIENERN - ARIBEE - ZRE AP EEN - MRIE<CENEREED - IR
HSERTENER  IERHERFNERE  UBEREBEEBRAERETRE
)0

TREAIRR D SHARBLLER12% - BEABSLERSNREMREER - BB EFENRY
HIRRIEMNRHAEE RS RAITE - HIRINTEFAERETEHNREE - IP BRIFHE
L‘/Uiilﬁz'ﬁiﬂ?%? Q 2EZBEFCTEHASBEERETRR - ERIHINRT - FHIUR
BB WiE—DHEBEDRHETRENMG  SHIMNANKEAD - ILHETRE
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=R B Pm BE HEE 7f&ﬂf' B}‘J'**” e mm Bm &BHR O c2 BN g8
RIE BE AR §ﬂ1‘f =E BE BZR OERL RE BN 2L 8

13.6% 7.3% 122% 9.4% 5.5% 7.3% 12.4% 65% 73% 4.0% 49% 4.1% 26% 2.9%
H120% 79% 10.6% 10.1% 6.4% 81% 141% 7.0% 62% 41% 32% 41% 27% 3.6%
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21.13% BB HLLH - R BE DB B ARERESKT AETARTE

MERHEEAERZEINEBEE  EFECHRE  SHESERBREBE  SHAK
BEANREBEEREE  RELHEZIRER - XBHEBEERANTE ZSH AN - FRE4 - K
BEAEWebNTHAOLEES - WEAIBUEBERZAETHTTPREMERA - BrKNEELE
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N=N=P = B/ 488 =< O 8
1 NetScaler ADC & 4
m|l 11 CVE-2026-3055 Gateway 9.8
|2 11 CVE-2026-42271° LiteLLM 8.8 4
m|3| 32 |CVE-2026-41940° cPanel & WHM 9.8 v
4 SmarterTools
- - v/
m|4]| fnew | CVE-2026-24423 smarterMail 9.8
m|5 J1 | CVE-2026-2699° Progress ShareFile 9.8
B/E m  WRBEIURR B ESEARE m BoREERRRD
https://nvd.nist.gov/vuln/detail/CVE-2026-3055 5. https://nvd.nist.gov/vuln/detail/CVE-2026-2699

https://nvd.nist.gov/vuln/detail/CVE-2026-42271
https://nvd.nist.gov/vuln/detail/CVE-2026-41940
https://nvd.nist.gov/vuln/detail/CVE-2026-24423
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