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(Improper Input Validation) * A& FHEUES|(Improper Access Control) ~ E45 Bt
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1. https://msrc.microsoft.com/update-guide/releaseNote/2026-Aug

2. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-arg-inject-
upSHdMfU

3. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-iosxe-
VBNMuMZJ

4. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-sdwan-

faLcR3K
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WEL "HERR . BBZRASIEARREE  AERIERSIEFRESIARE - B
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CVSS3.x | BHIEF AR

NENS W= = B R =x O 4
m|1l 11 CVE-2026-42271" LiteLLM 8.8 v
m|2 11 CVE-2026-41940° cPanel & WHM 9.8 v
3 NetScaler ADC &
m|3 11 CVE-2026-3055 Gateway 9.8 v
Ivanti Endpoint Manager
m|4| tnew | CVE-2026-1281" ! =ndp 9 98 v
Mobile
5 Ivanti Endpoint Manager
m|5]| tnew | CVE-2026-1340 Mobile 9.8 N4
R = BSEARD B SoREEARE B HFRBEINRRE
[ BEEEATRD
1. https://nvd.nist.gov/vuln/detail/CVE-2026-42271 4. https://nvd.nist.gov/vuln/detail/CVE-2026-1281
2. https://nvd.nist.gov/vuln/detail/CVE-2026-41940 5. https://nvd.nist.gov/vuln/detail/CVE-2026-1340

3. https://nvd.nist.gov/vuln/detail/CVE-2026-3055
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MEETREIEREAECEZEIFNAMAANRE  BHEABESHNREEN  BEEBA
URBEBHEES .  #UERRER NHEMLEREDEERSLEER - BT EE IS - EZEE
TLZEHOHS)ETHRBZEEERRMLEB(CISA)FFE#E "ERANERFARE
BE | (Known Exploited Vulnerability Catalog - BfEKEV)3 - CISA KEVZLEEEREE
Bt EOEBAFEREEE "REETEANA L WRE - RIBCISAIRE - REHAMAKEVERT
BZEEESAS  OZRENEEFEERXNKWCVERS - QU EFISENEREBZRES
EERRETIHZRANA QU EBEERBPREUNTHNEREHRIEBEESR - UTHNSHE
E¥ECISAKEVIREF Bz -

1.1 mRFEAARREEARE S

ERBFIBME 2 L - 8 (Microsoft) + B#l(Cisco) Kk 3ER(Apple)B1155F EFFKEVE
ARSI = AME - HERERDHERFREEI -

1154 ¥ FCISA KEVAI 10K R
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FRHXE

IRRIE ST - SREAAH -
1. MERE MR ZEPEWindows{F3E R 4ti2SharePointF HFF = - HREBSHTS
EEREEERARERRZ -
2. BREMZARESERENEERE NWEBRERRBEEFHETNIRST -
3. EREMIFHIBNNRIERITEEREEAMacOSIFRELARETLFRIZTPIE RETHE -

IMBEERKENERER Ao REERLZRE  RBESWEREFIHE - LS BF@ET
1I5FHRENHMENEEEBRRREHBASEATE  KhHEXEEREREETEN
WE - HERBAT -
1. fEZE A4 B (WMicrosoft Windows * Apple iOSKLinux)@R2EFZREEEZ - A48
ZARARRAEANERS - —BRIFEINKREERERTZES -
2. RFEESEH(MACisco Catalyst SD-WAN Manager * lvanti EPMMXVMware vCenter
ServenWmEMEREE L BRNRELEAEZBERRNRDENERZNESEE
PR -
3. & 7 I 4 % # 8 (W Zimbra Collaboration Suite * SmarterMail & Roundcube
Webmail) £ 4 &k #BIE HREBRBRAE L - A L FREREE, -
4. AIERBRZTEE  BELFEMRBAATLEERL - AITERERBHWIBEREKEY - K
ERECEBIHHAIREIEETHENE
5 InMELERE EXMABENmhEELEEEREFRAMERBENSE  —B
FERE - RMRSREZEBPIANEEA NN RIRRE -
6. BEinEETEE BREESINARINEESEAFERIENTEE  TESEENA
TEREESZEENEHRRFBETRE EREREBEF ACERERYRBENZEEE -
BREMNARAINEEETIEE  NEENEEEEIBSRTRANEE -

I3

1.2 WEFHBERRRES
DATREFIARIR - ARZCWESR RIS - BI1I2KCWEREBF BICVER BRI - B~
BENUBFAETREENXKISER - JERERSESZRERNT -
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1. BABATERD - 8F "BABEAL B TREEAFEIIEIAL - EEREENRE
OZHATEREINN - ZEHEERRAMS - 1L - " AL2ERFINEL THBRE
LR - ERB T ERAEAEEEIMEMEABERIKREBIRE -

2. FHVERIERE - BEKGRBES —AR - 88 "FESDRE , 2 "ERINERZ
SnEE . FBE  FREEESRBEARRF BEEFRRFRENERIANTSER
BRIE -

3 WELZEZERE - "BEERE., B2 TARSBHAEKAE . BRASER  AUENRSR
NESSUR R ERANMZ ZRBMR - IBS - BREBN "ERILESN , 2 "SQLE
BRHS , HEFESE  BFELER  BrAZRRARERABRLEDNERRE

4. TREZZERED - 'CREEENEER.) B "TTREEFERTIAE £ EEESH
BNRAPREER  SERITEER ARSI EREFNT -

5. HEBEWEBERE - "ARBEEN G, EREHEENBNERL  REERERR
PEERBIEAER] - BNV RARERE  ERBEEIARZEBRINLZZREAE - 2
BRLAFRBORERR -

1.3 B EEUEH 27 (CVSS Vector #5T)

A iTRIEE BN EARIER 2 %4t (Common Vulnerability Scoring System, CVSS)® - 24
BERENREENER "BREESNE ) /8 4EEERBN T - HEERECVSS
DB RE L0 -

A DMTERD - FRERHE -

1. WEEE(Attack Vector)77H - 80.1% RN/ ZBHEERENA - ARRERFTERE
Btk EEAFEEANHEENREME - Blo ittt RETEERHRE - SEM IR
EPE -

2. FiE#MR(Privileges Required)5HE * 71.9% & AF HABREAERIFEG - AREZED
RAEBEGUESARFERT - BEFETAUNE  EERACEENNBRUEERE
RERSEMERR -

3. WEEHME (Attack Complexity) 5 H - 93.2% mEMNBA AL A EHH - REAFRKER
RIFGEITRINEREANARE - KiRENERINELR - £FEF BT EBER KR
REH -
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4. (EF&E G &(User Interaction)/5H - 77.4% 7B BEERE LI/ - EITH 1
FTAHMEBEARELANZE, NXR  REUESFAZABRFIBERE  SEEBEE
BB FEIOEEIIAR -

KH
il

115 _FHFECISA KEVIRIEICVSS O 1

100%

A 4R SRR SE EHE
19.2% 6.8% 6.8% 22.6%
80%
1EHEIR
21.2%
60%
oy, A FEHIR e FEEH
° 80.1% 71.9% 93.2% 77.4%
20%
0%
KEHE FREEAER WEBERE EREEE

B10 | 1155 ¥ CISA KEV i®ECVSS 731t

fRE115F EXFCISA KEVIRIAZCVSSKEBFHT R - BEERANAREZEPE T AR
B i=lm R gD  MATRCHSIRRER - FATREE - URABERELGFHOEE - 85
Z - EREIMEERFAOKEBER (AL - EHRLARBERE - BXiE - BEZ4%) - URER
ERZEERBURERERS  BEHETEARSNEEER:S) - EFESSIACISA KEVE
OEERAREEECREAARNBRZE - ERECISA KEVATWERRY B IFERERER -
MECEREREERNA  HFZHNEEEME - SREBENRENRBREVEE -
EIE - EFRE—BEFEREIINERNARARED - cIEERRKBAMRZIFLENA -
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1.4 phEE=
#1155 ¥ FCISA KEVIREN ABE DT - EXRIRHERERZEES -

1. EEEEESRBEHEQEENE - EHEBCISA KEVESERDEIERE - FHEK
$ECVSSH 8 - MEBKEVFWSEMWCVERBERSELR  ARELRAICKAHKERER
ANA - HEZEEEsRNEERERERNSSRE -

2. BEEEI NN EEEE (External Attack Surface Management, EASM) - (E2E/B#E 11
TENEERKT  FERIABESSAIKEVEEXZENERRE - ORTHEHE
HINREWIP - RIEKRRE - WEKEVETLYE - ERIANEERETERER - 02
RBERAESLZEMENER LT EMEME RS -

3 EHEERELMBIEMERBUEL BEBENRFMAAELELEHE - BBHFEHE
BAOWmMERARARBRERTSA  UHIEUENRERESVBHARTS  IERHERE
Al E R ERIE -

4. BEZRUFERKEVANRRREREZREBERRE  BARBBNEEEEZ1HHE
RETE  TERESEBNHBEEES RITERE  MIREBNRAERZE MY - [
BRERETENDZANTPLS  FREFNBEESZTTREE - EIMESHE R

&

1. CVEEA#HETER (https://www.cve.org/about/Metrics)

2. CISAE /A #31 (https://www.cisa.gov/)

3. CISAKEVAEBE (https.//www.cisa.gov/known-exploited-vulnerabilities-catalog)

4. CISA KEVEREASI# (https://www.cisa.gov/known-exploited-vulnerabilities)

5. CWE EA#IL (https://cwe.mitre.org/)

6. CVSS :RBEXXH (https://www first.org/cvss/v4.0/implementation-guide)

7. BEZRRRREAS
(https://www.nics.nat.gov.tw/core_business/information_security_information_sharing/Vulnerability_Alerts/)

8. BIREZEMHZHEATR LA
(https://www.nics.nat.gov.tw/core_business/information_security_information_sharing/National_Cyber_Security_Inf

ormation_Sharing_and_Analysis_Center/)
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i I www.nics.nat.gov.tw

STRIMEAE www.nics.nat.gov.tw/newsletter/
BEEM www.nics.nat.gov.tw/mail2center/
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